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§ What is CKM®?
§ How does CKM work? 
§ How CKM can help fulfill the promise of PKI?
§ Example applications of CKM technology
§ Questions?
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What is CKM®?

§ CKM, short for Constructive Key Management, is a technology 
that provides Role Based Access Control that is enforced via 
cryptography.

§ Properties of CKM:
– Key material not specific to individuals
– Addresses the one-to-many distribution problem of key 

management
– Access privileges bound to data via cryptography
– Built-in key recovery performed by system owner

§ What is CKM good for?
– Modeling Role-Based Access Control  (RBAC)
– Content-based security
– Complementing PKI
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